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Abstract

The technologies of the Fourth Industrial Revolution (Industry 4.0) include both technologies related to the physical
aspect of production process, and those related primarily to data and information infrastructure, whose deployment in
enterprises affects their IT landscape including the Enterprise Resource Planning (ERP) system. The research aims to
identify the Industry 4.0 technologies that have a direct impact on ERP systems and to determine the current level of use
of these technologies in medium-sized and large industrial enterprises in the Czech Republic. Based on the deductive
analysis, Industry 4.0 technologies having a direct impact on ERP systems are identified, and data obtained from the
questionnaire survey are statistically processed. Big data, system integration, cloud, and automatic identification and data
capture have been evaluated as the Industry 4.0 technologies that have a direct impact on ERP systems. The research
results document that the technology of in-house system integration is the most frequently used one. The ongoing research
is directed at analysing the reasons for this finding in order to evaluate why the other technologies are not used more
intensively and how enterprises make decisions on the choice of technical solution when deploying technology.

Keywords: ERP systems; Industry 4.0; Industry 4.0 technologies; Information systems

1. Introduction

The last decade has seen the emergence of a number of technologies in the field of informatics and cybernetics that
have the potential to significantly influence the shape of the future economy as well as the entire society. The development
and the increasingly widespread practical use of these technologies are collectively referred to in the literature as the so-
called the “Fourth Industrial Revolution”, which is expected to result in the emergence of “Industry 4.0” or, in the broader
sense, the entire “Society 4.0” [1], and especially in Japan, they even use the term “Society 5.0” in this context (see, for
example, [2], [3] or [4]). The defining feature of this new environment is, above all, to be the close connection between
physical and virtual reality and the maximum possible degree of cooperation between humans and machines (for more
details see, e.g., [5] or [6]). The spectrum of technologies considered to be part of the Fourth Industrial Revolution is very
broad and includes technologies mainly from the fields of digitization, automation, robotics, and artificial intelligence.
Some of these technologies relate especially to the physical aspect of the production process, and their implementation is
thus primarily reflected in changes in the layout and operation of production lines.
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However, there are also technologies of the Fourth Industrial Revolution that primarily involve data and information
infrastructure. Their deployment in the enterprise will thus primarily affect company information systems and
technologies and they are referred to as the “IT landscape” (see, e.g., [7]). Changes in the enterprise’s IT landscape will
then logically affect its central element, which is the company ERP system.

2. Research objectives and methods

This paper presents research which, firstly, aimed to identify the technologies of Industry 4.0 that have a direct impact
on ERP systems and, secondly, to determine the current state of the use of these technologies in industrial companies in
the Czech Republic. The research method used for the first objective was the desk research of existing literature on
Industry 4.0 technologies combined with the deductive analysis, the principles of which are presented in Chapter 3. To
achieve the second objective, data were collected by means of a questionnaire survey conducted at the beginning of 2021
in medium-sized and large industrial enterprises in the Czech Republic. A total of 1,758 enterprises were successfully
approached to fill in the questionnaire and 68 of them completed the questionnaire. Therefore, the return rate of the
questionnaire was approximately 4%. The data were then statistically processed, and, considering the nature of the data,
the non-parametric Kruskal-Wallis test combined with the Nemenyi method was chosen for more detailed analysis. The
detailed description of the questionnaire survey, together with the analysis and discussion of the results, is presented in
Chapter 4.

3. Relevant technologies of the industrial revolution

Since the use of the term “Industry 4.0” has recently undergone some inflation [8], and is thus used in the multitude
of meanings, it is possible to encounter a variety of technologies that are described as part of it in various academic papers,
but the list of these technologies varies significantly depending on the opinion of a particular author. Hence, some papers
emphasize cyber-physical systems, the Internet of Things and cloud computing (e.g. [9]) or even edge computing [10],
while other authors stress the importance of augmented reality [11] and digital twin [12], collaborative robots [13] or
blockchain [14].

The inconsistency in the definition of technologies of the Fourth Revolution is logical on principle, since the estimation
of the fact which technologies will see mass diffusion in the future and significantly influence the shape of the economy
is ultimately largely arbitrary and depends on the opinion of a particular author or institution. However, for the purposes
of the research presented here, it was necessary to first define a core set of technologies from which the technologies with
a direct impact on a firm’s ERP system could be selected on the basis of the analysis.

Therefore, the so-called “9 Pillars of Industry 4.0” were used as a core set of technologies for further selection in our
research. This term, introduced by Riissman et al. [15] and adopted by many other authors (see, e.g., [6] or [16]), refers
to nine technologies (or technological areas) that are the basic building blocks of “Industry 4.0”. The core technologies
are as follows:

Big data

Autonomous (collaborative) robots
Simulations

System integration

The Internet of Things
Cyber-physical systems

Cloud technologies

Additive manufacturing
Augmented reality

CoNoR~LNE

In addition to these nine pillars, some authors add the tenth pillar, collectively referred to as “Other Technologies”,
which contains advanced technologies with a narrower focus, always applicable only for the purposes of selected
industries (cf. [17]). However, based on the analysis presented in the study of Polivka and Dvoiakova [18], the authors
of this article believe that it is possible to identify one more modern technology the development of which has a similar
impact on the course of the “Fourth Industrial Revolution” as the aforesaid 9 pillars and which is also universally
applicable across industries. This technology is Automatic Identification and Data Capture (AIDC), which has been added
to the nine pillars listed above for the reasons given above.

The first objective of the research was to identify within these ten core technologies those that are directly related to
the issue of ERP systems. The basic starting point of the analysis was the fact that the ERP system is the central element
of the enterprise’s IT landscape, where the summary data on all business processes are concentrated. These data are
subsequently reported and further evaluated within the ERP system and serve as a basis for further management of the
enterprise. However, not all of these data are directly collected within the ERP system. ERP systems usually manage both
administrative processes, such as invoicing or accounting, and cross-section processes using data from the entire
organisation, such as central purchasing and production planning. However, the actual operational management of
physical processes, such as production or logistics, is rather the domain of specialized, narrowly focused systems such as
Manufacturing Execution System (MES), Warehouse Management System (WMS), etc.
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Compared to these narrowly focused solutions, ERP systems do not have comparable functionality in this area, and
due to their technical nature, they are not suitable or even not at all applicable for direct management of some physical
processes. Typically, these are situations where the production management system has to communicate online with
production machines and equipment, and the communication protocol requires a feedback speed of milliseconds.
However, such response time is technically not necessarily achievable in the case of ERP systems containing large, highly
interconnected databases with a high degree of business logic.

Therefore, in the first part of our research, technologies that are primarily related to the management of administrative
processes and/or the evaluation of centralized data were selected from the core set of ten Industry 4.0 technologies, as
these are the main domain of ERP systems. Big data, system integration, cloud, and automatic identification and data
capture have been evaluated as such technologies.

As far as the technology of big data is concerned, in order to use it, an enterprise must be able to collect large volumes
of primary data, and it must be able to store and evaluate them. Even for the actual collection of data on some processes,
the interaction of ERP system is necessary - while data describing physical processes are collected primarily through
sensors and detectors, the progress of administrative processes is usually monitored in the form of records in the ERP
system, through which these processes are controlled and coordinated. In order to ensure appropriate storage and analysis
of the collected big data, the ERP system must then contain suitably designed, sufficiently robust data structures, and
must either have powerful tools for their evaluation itself, or at least be able to cooperate with specialized analytical tools.
It is therefore clear that the technology of big data is directly related to ERP systems.

System integration consists in the interconnection of information systems and the exchange of data between them
either within the company (sometimes referred to as vertical integration) or across the supply and customer chain (the so-
called horizontal integration). Although individual integration solutions differ significantly in practice, both in terms of
technical solution and functionality, ERP systems usually act as one of the basic elements. In the case of in-house
integration, the usual scenario is the connection of partial, specifically focused subsystems (e.g., in the form of MES,
WMS or PLM systems) to the central element of the company IT landscape represented by the ERP system, while
horizontal integration across the supply and customer chain logically concerns mainly mutual business relations between
companies, which are represented in data terms by the circulation of orders and invoices, while these entities are normally
recorded and processed within ERP systems.

As far as the cloud technology is concerned, it enables the transfer of data repositories (and possibly other elements
of the IT landscape, e.g., in the form of application servers) to a shared environment operated by the provider and
accessible via the Internet. It is therefore closely linked to the issue of enterprise information systems, which, in the case
of transfer to the cloud, are no longer operated in the internal environment of the company, but their availability is
provided to the company in the form of a service. ERP systems are the part of the IT landscape that is a suitable candidate
for the transfer to the cloud - on the one hand, the ERP system as a central hub of the information system contains a large
amount of data, for the effective processing of which local devices may not be sufficient, and on the other hand, unlike
operational systems such as MES or WMS, it is not a business critical application whose temporary failure would
completely stop the operation of the company. The short-term unavailability of cloud services caused by, for example,
physical interruption of data lines can thus be viewed as an acceptable risk, which affects only administrative processes,
but does not entail costs such as the complete stoppage of production, inventory devaluation, etc.

Although the technology of automatic identification and data capture is seemingly associated primarily with physical
devices in the form of sensors or detectors, these devices are only tools for the automated data acquisition (whether they
are accounting or business data in the case of machine document mining or data on the physical movements of goods,
materials and products obtained by reading barcodes or RFID transponders). Then, these data are again processed, stored,
and analyzed in central information systems, typically in ERP. Therefore, this technology is also closely related to the
ERP issue.

As for the other technologies of the Fourth Industrial Revolution, these are primarily related either to physical
processes (in the case of autonomous robots and additive manufacturing) or to their software control (in the case of
simulations and cyber-physical systems) and the acquisition of data for this control (in the case of the Internet of Things).
Therefore, they are not primarily related to ERP systems and were not included in the following part of the research.

4. The questionnaire survey results and discussion

To obtain information on the current use of the four “Industry 4.0” technologies identified as relevant in relation to
ERP systems in the Czech Republic, a questionnaire survey was carried out as part of a broader study examining the
extent to which “Industry 4.0” influences the requirements that companies place on ERP systems and the process of
selecting such systems.

Three criteria were applied when selecting the basic population. From the geographical point of view, companies
based in the Czech Republic were selected, which corresponds to the defined research objectives. The size of enterprises
was chosen as the second criterion, where only those falling into the category of medium-sized and large ones according
to the EU categorization, i.e., enterprises with more than 50 employees and an annual turnover of more than EUR 10
million, or a balance sheet total of more than EUR 10 million, were selected for the survey. The size criterion was used
to define the basic population because the implementation of Industry 4.0 technologies is, primarily due to the investment
costs associated with that, still mainly a matter of large and medium-sized enterprises [19].
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Similarly, ERP systems are mostly used in medium-sized and large enterprises, while micro and small ones often still
manage with simple accounting and business software. Conducting such a focused survey in micro and small enterprises
would thus be unlikely to yield relevant data for these reasons. The third criterion was the sector in which the enterprises
operate, where enterprises in the manufacturing industry, i.e., those falling under section “C” of the Czech Statistical
Office’s classification, were selected for the basic population. The reason for defining the specific sector is that although
Industry 4.0 is no longer considered exclusively a matter of manufacturing companies, as evidenced by the existence of
terms such as “Agriculture 4.0”, “Logistics 4.0” or the general term “Society 4.0, yet it is manufacturing and especially
the so-called “smart factories” that are most closely linked to this concept [20]. It is therefore logical to examine the
current state of the use of Industry 4.0 technologies in this particular environment.

A total of 1,758 companies were approached to participate in the survey. Companies were asked to have employees
who are either key users of the ERP system or IT managers responsible for the operation of the ERP system in the
company complete the survey. The questionnaire was completed by the representatives of 68 enterprises, so the return
rate was about 4%. In the questionnaire, the four selected technologies were assessed individually, with the system
integration technology further divided into the horizontal and vertical ones. For each technology, excluding the cloud, the
respondents were asked two questions to establish the following facts:

1. Whether the company uses the technology.
2. If the company uses the technology, what specific technical solution is implemented.

As for the cloud technology, the respondents were only asked the first question mentioned above. This is because the
technical nature of the cloud is homogeneous on principle. Although there are, of course, different options of using cloud
services as well as different options of their hosting, from the technical point of view it is ultimately always about
providing server resources in the form of a service. The second question would thus be irrelevant in the case of cloud
technologies.

The questions were closed-ended, and in the case of the first question, the answers were defined by a five-degree
scale, with each degree also described verbally for better understanding by the respondents. The specific wording of each
question and possible answers are available from the authors of the paper. The possible answers to the second question
were then defined by a list of potentially applicable technical solutions. The answers to the first set of questions
investigating to what extent firms use individual technologies are shown in Table 1:

Response frequency on the scale of 1-5 (1 = technology is not used at all,

Technology 5 = technology is used with the maximum intensity) Average
1 2 3 4 5
Big data 9 12 29 11 7 2.93
In-_house system 4 4 12 19 29 3.96
integration
Inter-company 24 17 8 16 3 2.37
system integration

Cloud solutions 14 19 29 4 2 243
AIDC 26 11 15 14 2 2.34

Table 1. The rate of the use of the selected Industry 4.0 technologies in industrial enterprises in the Czech Republic.

As can be seen from Table 1, the most used Industry 4.0 technology related to ERP systems in the conditions of Czech
manufacturing companies is clearly in-house system integration, i.e., the interconnection of several information systems.
Big data have been evaluated as the second most used technology; however, the rate of its use is significantly lower
compared to the in-house system integration. According to the respondents, the remaining technologies examined are
used to a comparable, and relatively small, extent.

Whether the observed differences between the use of different technologies are indeed a statistically significant
phenomenon or merely a random variation was further examined by means of the Kruskal-Wallis test, which tests the
null hypothesis of distribution functions concordance of more than two random variables. The non-parametric Kruskal-
Wallis test was chosen instead of the ANOVA test, which assumes the normality of data, both because of the nature of
the input data (discrete values in a limited range) and because of the limited sample size. The Kruskal-Wallis test criterion
was calculated according to equation (1):

c
12 R?

Where C is the number of groups, n; is the number of observations in a group, N is the total number of observations
in all groups, and R; is the sum of the rank of the members of the i-th group.
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The calculated value of the criterion was 66.78. This value was compared with the critical value given by the »?
distribution with (C — 1) degrees of freedom. At significance level o= 0.01, this critical value is equal to 13.27. The value
of test criterion H therefore exceeds the critical value and the concordance hypothesis of the distribution functions of the
individual groups can thus be rejected. Therefore, the differences in the use of individual technologies can be declared
statistically significant.

However, the Kruskal-Wallis test only shows that some of the examined random variables have a different distribution
function than the others, without allowing a detailed analysis of these differences. Therefore, to compare in detail which
technologies are statistically significantly more used than the others, the Nemenyi method was used, which allows the
mutual comparison of the individual variables. The principle of this method is to compare the absolute value of the
difference in the average ranking of each of the two groups examined with the value of the test criterion, which is
calculated for the given sample range according to equation (2):

K = q,(C, ) /1—12 c(Cm+1) (2)

Where gu(C, ) is the critical value of C distribution of independent random variables with a normal distribution at
significance level o and m is the sample range in one group (i.e., for equal group sizes, m equals any n from equation 1).
In our case, the critical value equals 54.87 at the significance level of 0.01.

The results of the Nemenyi method for the first question are shown in Table 2, with statistically significant differences
indicated by an asterisk (Note that values below the diagonal are not completed as they would mirror the values above
it.):

) In-house system Inter-company
Technology Big data . ] . : Cloud AIDC
integration Ssystem integration
Big data 0 72* 40.38 36.70 42.10

In-house system

] ] 0 112.38* 108.70* 114.10*

integration
Inter-compan

. P y 0 3.68 1.72
system integration
Cloud 0 5.40
AIDC 0

Table 2. The results of the Nemenyi method in comparison with the use of the selected “Industry 4.0” technologies

Table 2 shows that only the rate of the use of in-house system integration is statistically significant compared to the
other technologies. Although the use of the big data technology appears to be higher than the other three technologies
based on the results at first glance, the hypothesis of their concordance cannot be rejected at the significance level of 0.01,
and it must therefore be assumed that this difference is caused only by a random deviation in the sample. In terms of the
specific technical solutions used by the companies within the individual technologies, the frequency of each variant is
shown in the following series of figures.

The Technology of Big Data
18

12 13

Y %
ONPOONPO®LO

a) ERP system or other
system primarily used for
other purposes

b) A specialized extended
functionality of an ERP or
other system primarily
serving for other purposes

c) A specialized locally
operated system for
Business Intelligence

d) A specialized system for
Business Intelligence
operated in the cloud

Fig. 1. The frequency of the specific technical solutions within the technology of big data
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Only those technical solutions that are used by at least one responding company are shown in the figures; the complete
list of technical solutions that were offered to respondents as possible answers in the questionnaire can be requested from
the authors of this paper. The sum of frequencies of individual technical solutions for each technology does not have to
correspond to the number of the respondents. Not all the companies of respondents use all technologies, while other
companies may use several different technical solutions within one technology.

As can be seen from Figure 1, which shows the frequency of the specific technical solutions used for big data, the
companies that participated in the research are still using systems primarily designed for other purposes in the slight
majority of cases. This option, represented by responses a) and b), occurred in a total of 32 companies. Eighteen of these
companies do not even have any specialized module for dealing with large volumes of data within their information
system and thus they have to manage with the standard functionalities offered by their system. On the other hand, twenty-
five surveyed companies use specialized Business Intelligence software for storing and analysing big data, with locally
operated and cloud-based solutions being represented to a similar extent. Thus, although large suppliers of big data
technologies, such as Microsoft or Oracle, have focused mainly on cloud platforms in recent years, it is clear that cloud
solutions in the domain of big data are not yet definitely preferred in the Czech industrial companies.

Figure 2 demonstrates that the integration between the internal information systems of the responding companies is
most often implemented in the form of database interconnection. Traditional solutions consisting in generating and
importing files, whether structured (XML, JSON, EDI standards) or in the simple csv format, are also used relatively
intensively. On the other hand, more modern integration methods in the form of web services are used for the needs of
in-house system integration in far fewer cases - REST-based services were mentioned in only three cases and SOAP-
based services are used by none of the respondents.

The Technology of In-house System Integration
27

30

25

20

15

10

0 — | —
a) Text flesin b) Filesinthe c) XML files  d) Files of the e) REST-based f) Integration g) | do not know
the EDI csv format JSON type web services databases or  exactly what
standard database technology is
objects concerned

Fig. 2. The frequency of the specific technical solutions within the technology of in-house system integration

If we compare this situation with the technical solutions used for the needs of inter-company integration, the frequency
of which is shown in Figure 3, it becomes apparent (of course, taking into account the fact that the overall frequency of
inter-company integration solutions is lower, as this technology is significantly less used compared to in-house system
integration, as evidenced by the answers to Question 1) that the big difference is mainly in the rate of the use of database
integration. It is very frequent in the case of in-house integration, but it is rarely used for interconnection with business
partners” systems, despite the fact that it has a number of advantages over other solutions, for example, it can transfer
large volumes of data without negative impacts on performance, or the fact that database technologies are standardized
to a large extent, which brings significant simplification in the design and implementation of interconnections.

However, text files in the EDI format are also used intensively in inter-company integration, which is probably related
to the fact that their use is widespread especially in the automotive sector, which plays a significant role in the
manufacturing industry of the Czech Republic. A rather surprising fact is that none of the surveyed companies use web
services for the inter-company system integration, which are technically suitable for this purpose and are currently a
standard part of many ERP systems as their API layer.

The Technology of Inter-company System Integration
20

15
10
4
; l E .
1
a) Text filesin the b) Files in the csv c) XML files d) Files of the f) Integration @) Files in the xlsx
EDI standard format JSON type databases or format

database objects

Fig. 3. The frequency of the specific technical solutions within the technology of inter-company system integration
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Figure 4 shows the frequency of technical solutions used by the respondents” companies in the domain of automatic
identification and data capture. The most used solution is definitely the identification of objects and activities by barcodes
or QR codes. The high rate of use corresponds to a long-term trend in WMS and MES systems, where the manipulation
of individual objects or the recording of operations in production through code scanning instead of manual data entry is
one of the basic functionalities used because of the higher speed and lower error rate compared to manual data entry.

In contrast, the second most common solution, image recognition for document mining, is significantly newer and its
wider use in companies has only been made possible by the increase in computing power of hardware resources in recent
years. The fact that even in such a short time this solution has become relatively widely used is evidence of the
attractiveness of this technology, which allows significant time savings for office staff. Solutions based on other
principles, with the exception of radio-frequency identification, which is used by six of the companies surveyed, occurred
only sporadically among the respondents.

The AIDC Technology

35
a0 29
25
20
15
10 7 6
5 2 2 2
0 - ! — — - —
a) |dentification b) Image ¢) Recognition of d) Sound e) NFC g) Radic- g) Camera
using barcodes recognition for biometric recognition technology frequency technalogy for
or QR codes document mining characteristics technology automatic
(e.g., faces) movement
tracking

Fig. 4. The frequency of the specific technical solutions within the AIDC technology

5. Conclusion

The paper has presented the research aiming to identify Industry 4.0 technologies that are directly related to ERP
systems and to determine the current state of the use of these technologies by industrial enterprises in the Czech Republic.
Based on the search of available literature and the subsequent analysis, the basic Industry 4.0 technologies were identified
at first, and then those related to the management of administrative processes and/or the storage and analysis of centralized
data, which are the traditional tasks of ERP systems, were identified. These technologies are big data, system integration,
cloud, and automatic identification and data capture. In the more comprehensive questionnaire distributed to medium-
sized and large manufacturing enterprises based in the Czech Republic, enterprises were then asked questions mapping
both the extent to which these technologies are used by enterprises and the specific technical solutions chosen by them in
this area. The results of the questionnaire survey show that the most used technology is clearly the system integration for
in-house purposes.

The research presented in this paper focused on determining the current state of the use of the Fourth Industrial
Revolution technologies. Analysing the causes of this state in order to obtain answers to the question of why other
technologies, besides the in-house system integration, are not used more intensively and how enterprises make decisions
in choosing a particular technical solution when deploying a particular technology appears to be a possible direction for
further research.
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